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1. REHESEITA

HaRKEHE?

H M E AR I 5 — R ORI R A E Y 7= S sk DR, B W A A (8 o+ E 2 Th Rk
SO AR A TF B, 17, 18 2 FRAR o« MR Gevt22 prfe 2 mt bk T4, Nkl
FIRMT — 25 TR, FREMBINERIES). i AnIBIEER. EIERME KRR,
X T HE R A . £ 19 2, 48 « B John Snow) i t-iz AR F 1Y
IEIERIE 6] T BERLE RN “BER” K. ERlad el 2l “aE”
FAGEN, B A E S R A KRR A E T CEEL” oo, FEE B
TR E S R, 1

B BT WL R R 5747, XA S TV 5w k. IR R E5E « J5
iy 7= (Frederick Winslow Taylor)7E 52 47 v J& IE M 1K {8 LR AR ER ) R PR F1ZE0
WOk AT F, X KRN T 407 &, W Ve S, RIEE RS DO AT
g — NS H KA . 2 1911 4, RS T CRIEEHEEI), PN
W% « B HiiE (Theodore Roosevelt) B4t 45 1T “ E R ” BB L:

MIBATEA NEIAT BB R AV AR, B2 B S A S B ] AR 21— DI R N RAT
L TER AT, RE R AR SR, e AR RS NRF R R . 3

AR AR b CUAEAT AT oy R B IR AN S5 FRAT T 2B TS A SAE— i . FRATIAREE H
AR RSP, SCEAER], ARSI S BB o, BRI E. 85 o0 B AR A K
e, EMIEAE EEIEAT MR AR ERIE R EATTRIE 2 R O A B AR e
(P38 58 | TS5 A AR R PRI, DA R AE % R 48 H IR AN AR B3 R R I . 2011 4,
AR HI S BT T 1.8ZB FEFdi); 4 M7 2013 4F, X —HF it
A3k 4 ZB. 5

1 Scott Crosier, John Snow: The London Cholera Epidemic of 1854, Center for Spatially
Integrated Social Science, University of California, Santa Barbara, 2007,
http://www.csiss.org/classics/content/8.

2 Simon Head, The New Ruthless Economy: Work and Power in the Digital Age,
(Oxford University Press, 2005).

% Frederick Taylor, The Principles of Scientific Management (Harper & Brothers, 1911),
p. 7, http://www.eldritchpress.org/fwt/ti.html.

4 John Gantz and David Reinsel, Extracting Value from Chaos, IDC, 2011,
http://www.emc.com/collateral/analyst-reports/idc-extracting-value-from-chaos-ar.pdf.

> Mary Meeker and Liang Yu, Internet Trends, Kleiner Perkins Caulfield Byers, 2013,
http://www.slideshare.net/kleinerperkins/kpcb-internet-trends-2013.
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HARFEFT (ZB B Zettabyte)

—FEFET 10207, SMHNERY T, BEE, AN FNET
RPN FER 1ZB #H4 T 124 323 e A5k «FE/R W= 311 1250 T
1 RS 5F0F) iR EE. sSsEER—F, BES—ANEE NG
—iKRIE RS 1 N H, A X A AR B B 2T 1ZB.

A AR KLH 5 ALK IAEEr =, FAMEBNEA I 200 /NS R
AR . HE, EMER AT CERGER, AESEEE. B e E
B A, E IR Sm ERE R, BRR AR ST BB T IE %
SRS BAEL, ERGE EEGR AR WA .

X BGAK RS T . AT ZAAEFER “PIBM 7 (“Internet of Things™) ] 4H
BRI B o LEVDERIA A, FRATTHY &M LR 50 | 324 T DA S B B AT 5 3
TR K AT DL A #0458 o ORI B RR R BIEE . fli3E. B B 54815 BRI RUA
2 2005 FFHINIPZ—. H 2005 FERK, AATERAE . A5 RES5 77 R
WA TG K T 12 50%, 153 4 JiL3ETT.

“HIBR”

MBI AR A T O S LR L ey
N T (R, JBITA R LIS LR 5 .
AT 40, BRI F 500 N2, B AT b
AU BRI IR (IR SE . KRB0 6 T TR 5
S AN BT

RKE “CREIE” HFZPE S ZRERMBOR T IR Ak ENR S S, b —
BRI, B A RS BB — D A4 Mh K . 2 H0E SCHR S 7 AR A
AWK . RE SR NBORAET), XN BIREASE . BR SR LR
By K. M52, “UAE, BolEnl UE IR, A5 KR AR, JF HARE 1 LT
AN 2 B BT ORI AT B B 2R A . 7 TR R D, REIE SR “ERI . AR, BOR
(1. AR /AT 0, B AR I MRS WLEAZ S WP iR AR
mriit,  BAORBUE 5 AR Al DA i A e A5 508427, 8

FREHET S, RIEEERNRZERMM 4 e BARIRA T AT R8s 5 oy —Fb
BORBLR, REE 7 A 2 o | e FRO7E 8 FH IR T — L8O B PR A e, BIERATT 35

6 «2016: The Year of the Zettabyte,” Daily Infographic, March 23, 2013,
http://dailyinfographic.com/2016-the- year-of-the-zettabyte-infographic.

" Liran Einav and Jonathan Levin, “The Data Revolution and Economic Analysis,”
Working Paper, No. 19035, National Bureau of Economic Research, 2013,
http://www.nber.org/papers/w19035; Viktor Mayer-Schonberger and Kenneth Cukier, Big
Data: A Revolution That Will Transform How We Live, Work, and Think, (Houghton Mifflin
Harcourt, 2013).

8 National Science Foundation, Solicitation 12-499: Core Techniques and Technologies
for Advancing Big Data Science & Engineering (BIGDATA), 2012,
http://www.nsf.gov/pubs/2012/nsf12499/nsf12499.pdf.



http://dailyinfographic.com/2016-the-%20year-of-the-zettabyte-infographic
http://www.nber.org/papers/w19035
http://www.nsf.gov/pubs/2012/nsf12499/nsf12499.pdf

KEHs: JUENLE, RAFHE

R 5SS AR AR AT 2B MR/ D N BRI B E . AiTFT
RAT WTHSERE 77 5 R8I0 et E F1 N BT B 2E 3% 5 R 1 R RE S 56 A AR TR 21 ) A B
QR S . (B, IXEERE T T E @I 9 K, 2R REA R I, IR R,
Bk, ENHERA REBWE 0 — 77 5 B C SR A Bl i — 7 Z 18], TR T —FhARxT
PRI B

Fi8 J Bb ikt A T G B R A BV 2 AN R B N 755 . K8 mT DA
R R AR B, B RN B O ARIE s e N B AT DABKEI AR (1)
KEZG, W PGRRATr 2N B B —FEg . KB ] B2 T A X . mliX
N3 A AR S, PEARAIFA B A KRB AR A A s . KR SR
A E R P AE AR G ATt . A S FRATRIE S8 FRAE SR T S NS B 1
8. ORI TT 22 B 28 5 50 E 2L (1) ) 7L

XTI E HTEE

A1 H 17 H, BED GRS O 56 B E SR TR E
W, BT A T e 2959« I 7S (John Podesta) stk B s BOAR 1E 78 B0k x4
Gt A SBUMAT TS N R RIS TR . DYk, R A AR
TSR SE o A PR T (Penny Pritzker) . BEIE H3#-K KR A B kR « 5 2%
(Ernest Moniz). &SR} 70 R 275 « B /K4S (John Holdren) & 4848 5% 27 i 7]
AN « B effrey Zients), PLAHAh S RBUNE Ao SGERE AR ]
Z% 1 2= (President’s Council of Advisors for Science & Technology, PCAST)ZH 41 1
— AT R, DAV IR o AT LR SRR T AR R VR 2 HOR M)
XA VAL 4 A5 N Ao — o KB A 3 B R 2« A0 251 90
R, P ANEXN AR TR PARE . RPN ANBRRE S E . ABENE
Pk, UNLEBURHUAEET TR . B8RS HREUE A = (White
House Office of Science and Technology Policy) 5k # T K24, ALK
MMA R R EHN T = R AERZSHARBEGE P AEMERIN T
“CHWTERY LR EIEFIAN ABSFAN R TG SRAARE N, AR E] TR 70 #E
[F15 . HeAh, EE TG 50 OO T R B 25 R A8 AN [F] 2R B i K S s
FARFTRFISE, M7 — DU R E . ARG MR, vTUUE R TAEH S
W TAERIB

KRBT ARA?

® Harvard Professor of Science & Technology Studies Sheila Jasanoff argues that
framing the policy implications of big data is difficult precisely because it manifests in
multiple contexts that each call up different operative concerns, including big data as property
(who owns it); big data as common pool resources (who manages it and on what principles);
and big data as identity (it is us ourselves, and thus its management raises constitutional
questions about rights).
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REE S E— FREIEEIEH AR R A, EfFm T8GR A SR B
iz (PCAST) HJLAF. PCAST SAE ¥ 4 PAT oL il s CREHE 54 NEFh:
—RBARIPAD. 10

“3V” : HE (Volume). H] (Variety). HE (Velocity)

N T AT T, Pl MRS EE R, %2 HmisiTigdE, m
LGB RS DR C LML 1o FA TR R E ARy “3V7. Hdfak
v A SR BEA ) N B, JEFBALIERES . L. MR B S e W BASR fHE f35T
BRI, RRAE BATAETRAE — DB RS L A AE R S . SR 5 A HE A%
PR . IR T R IR n] 5 RO 5 S A% I e 3 M I A A R AL L RRIRAE
FPIR L5 i i 8 5 B S (R 3, B SR B B M A R E AT I T i M e T AR
AREITTR, BB X e B A 0 B RE T 3R T T

AR EE P E B PO, SRR AR 2R, SRIEEOR 2. BB S
SR A ABAR A 22 53 2 AR S T Y A S B 2 RAEEU L1 7 (“born digital”),
BBV E R R B R T AU SR AL B AR SR o 1K) 1A A T LT R
PRI, B GPS sEfL 2 e HEHHERE “ RAMRIMUM” (“born analog”), X2 E M
BRSO OR, AE AT AN At sy i a0 B O 6] 7 G FHL ARALEL
PR g SR B S BT ALE B I AT o s g 0 B A B RS sh B, A
OFRHANTE. 11 “HdERE” (“data fusion”) BETS K 7 B BRI S AE — k2, FEHIX
FE AT HIBET, KRB AT DA ok — 280 I =R

REAERIF R4 ?

RIS, ERLENEEREE, M TREMKz . #Ha
BHERIEU T : ARG A WAR; BB AR BB, MAIH iR 5
BEE; RERIAL S5 A HAC T A NEE 0 R M 22 s Hh B
ol TR € Py RS PR I BNl 1 B o = 3:1) b =2 2% M 2 | K A 1 15 A= Ry i T
GUES LRk, T2 HA LNIhEE IR & SRS BRI R T WL SEAA,
33 3 A% S B N5 43R 51 (radio-frequency identification, RFID) s Fr K45 H4fE
(RIBEFT. TN NGEM BRI E GPS 5 F . Bl &4 53 = 5 JEuk i = I
. LR, LA AT N, 2

10 president’s Council of Advisors on Science & Technology, Big Data and Privacy: A
Technological Perspective, The White House, May 1, 2014.

11 The distinction between data that is “born analog” and data that is “born digital” is
explored at length in the PCAST report, Big Data and Privacy, p 18-22.

12 See, e.g., Kapow Software, Intelligence by Variety - Where to Find and Access Big
Data, http://www.kapowsoftware.com/resources/infographics/intelligence-by-variety-where-
to-find-and-access-big- data.php; James Manyika, Michael Chui, Brad Brown, Jacques
Bughin, Richard Dobbs, Charles Roxburgh, and Angela Hung Byers, Big Data: The Next
Frontier for Innovation, Competition, and Productivity, McKin- sey Global Institute, 2011,
http://www.mckinsey.com/insights/business_technology/big_data_the next_frontier_for_inno
vation.
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BB IRIFI GPS Hdfs, LA 2 0 BB B . % 5wl Ay it o i
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WFPHLE, ERAMAGH 2L, JFH, ERRENTRIG 2 2is T i EHLR
girf, SERFIRERLE NI T

Ble. Fohik

REAEHARRE NS K KB 1B 8 AT AN w] B 077 A A B - v . A9,
F o K HdE B e A2 K 5 R AT U W R MARBEL 1. B2, AR KB ISORRE
CARIEH] 1 B S K, " ER AT iy 25 )7 KBt A HLIE X L4y
ENFIE S SN (s Z Pl T S F e

AHIE LT 17 5 P18

HAEHA S, KR e st A2, BEER T SBUN RS R #RIMe
Mior1IF B3R . Bilin:

REE SAW KRB “HE 7 {45 AT 2k &5 515 B AT T B4 oA
Al RE . MR RSN T8~ R IUTE RE WS 2R IC 1 245 ka8 DA IR 4% b N s v, JF
BAEFEYE I o E . B ENRAE IR, B> 74k, I
[ B 3 g 12 Ak

57 5 B8 R0 2 7 4 B AR 45 0 (The Centers for Medicare and Medicaid Services,
CMS) L& UR 75 2 3R SAST R T 2 B A SR b s B AR B R VE (R A 40« BRVE T
§17 2 4 BT S i B ) e RS T PRI SR AL O IRVE . IRF HIERAT N, BEC&a%
1k BHIEBEGERIA T 1.15 AZETTIRVEME SO, fEZART ESk—F 8 a 1 £ou
KT 3FETMATTL], 14

FE R & R e 2L A LA, 35 B E B gt 58 1 X J=) (Defense Advanced
Research Projects Agency, DARPA)JRIE T £ £} 2 5% [ BAFN AT 404k 52 A [ B 31 3t
fE—N 49 Nexus 7 FITHRIH, XLl ARG B EREEVESRERBN,  FARATT T R A5 Bl
FR¥E B R s R EH A —/NHIX, Nexus 7 B LFRITR: TR B Al

13 Salesforce.com, “Collaboration helps GE Aviation bring its best inventions to life,”
http://www.salesforce.com/customers/stories/ge.jsp; Armand Gatdula, “Fleet Tracking
Devices will be In- stalled in 22,000 UPS Trucks to Cut Costs and Improve Driver Efficiency
in 2010,” FieldLogix.com blog, July 20, 2010, http://www.fieldtechnologies.com/gps-
tracking-systems-installed-in-ups-trucks-driver-efficiency.

14 The Patient Protection and Affordable Care Act provides additional resources for fraud
prevention. Centers for Medicare and Medicaid Services, “Fraud Prevention Toolkit,”
http://www.cms.gov/Outreach-
andEducation/Outreach/Partnerships/FraudPreventionToolKkit.html.
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FKHBEALAR VARG oK 24f# 10,000 MEEARS, 1 HBEHAIRIRG; HY
FEAIEE] 35,000 I, Fiitee ERR SRR DR Rk, IEWn—MFFEN 5 P 2 1Y
—H, UL BIFEAD R, —PIEAR T 7 16T 2 HE BRE, 0 R AG E R AE
ERNBURIEE, XTI FE R UK 20— DN E KRRk X165 002 t LARRAR LUy
15] FAY B RA IR 2 ) 48 DR R Tl

R 2T B EE SR 5 2 Ok R P RE 2 P AR TI0RE, (BRI tBARERZ . R,
A e e, KRB AT I EE R BN 5858 . IBIRBIFAREIRBIX A BB 2
75 E B A TENIIRANSE T IR A o A KB BORS B I AR AN, BVFANBE XS 45
AT TR DA B At A N FI BT SR 6 2 i Bl 5 — OBl — R, R KRB, AR
L H

SEFANMEA I HEFI AT R
Rl A KR AN R R Bl IF S AL BRARAT], A T RECEVH BB T D2/, st fttes

MEATIERR RS 2 77 b 55 . D EBIE R A Sk, IMmENE B A HE
I AT DY I, BEIT AR TR 4 547 9 o IR EETELRRIAL RS AR R 22 PO AE T

15 IBM, “Smarter Healthcare in Canada: Redefining Value and Success,” July 2012,
http://www.ibm.com/smarterplanet/global/files/ca__en_us__health care__ca_brochure.pdf.

16 Manolis Kellis, “Importance of Access to Large Populations,” Big Data Privacy

Workshop: Advancing the State of the Art in Technology and Practice, Cambridge, MA,
March 3, 2014, http://web.mit.edu/bigdatapriv/ppt/ManolisKellis_PrivacyBigData CSAIL-

WH.pptx.
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TPESs—1E, AR By b AR TR fh 21— L dATT I s LSRR A4 BBk R 1015 B . 18—k
Al IEE AR 2 SR R, FEAR S Oz I N TR S AT = 4 .
SR, A AN IR L85 B 1) Yo -5 U P R A PR 11T, V8 23 2 AR D AL 2 sk i) X £
AR AL I B S AT FH B2 Sk

B SR

Kol B 5 PR R B G 7 thr Dh e H 2 s KRN, o5 H TS A BSRA 1 PR3
R T IR PR . BRI IR IE R B N BRI, — SERRAA R BN Bk K BRI T
W, HEBDASHER BRI (“de-identify”)—— (& — e AR B H A AT
DA AR BE R R R, IR BB e AN I AN B (5 8. [FIRE, Ba A%
PE R e FEC L MM ETU R “ B 38N (“mosaic effect”), RIS A B f5 B %=
AT LA 38 FLAS AR 0 5 A 2 o 45 21 s eI 1, Bl i L S A S i ) £
N BIAT 9 B R

VP2 HRN GOAN, Bl RS A B N DRI KRR — R B, HARH A
FEATPRA . 1OHSE B, R AT WO SR A AR TR I T SR A R AN R B i R U
L0 LR 2 RS T R Ao PRI AT N A . IR AR AR RS L AT LR A Te ik
WHIAN, BEE A NSRRI 6] 125 760 3 58 2 BB A AR 1 T URFEOR %
PTG o ABAEAT H I AASRA AL AR 2 AT B8 A58 Kb 24 2R L5 F PR S DR L HE Ak A B AR Y
BEATo BEAh, EARMETIIN AR BAHE Qs A2 DN DL B 44 1 cdfe . IX0R R SRR
IANHR 52 1, AN X EREE A B K 2 skl i B AR ont B fE i B 5 2 B
RA?

HH I LRIF

17 Latanya Sweeney, “Discrimination in Online Ad Delivery,” 2013,
http://dataprivacylab.org/projects/onlineads/1071-1.pdf.

18 Cynthia Dwork and Deirdre Mulligan, “It's Not Privacy, and It's Not Fair,” 66 Stan. L.
Rev. Online 35 (2013).

19 See PCAST report, Big Data and Privacy; Harvard Law Petrie-Flom Center, Online
Symposium on the Law, Ethics & Science of Re-identification Demonstrations,
http://blogs.law.harvard.edu/billofhealth/2013/05/13/online-symposium-on-the-law-ethics-
science-of-re-identification-demonstrations/.
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eI 2%, KT NE BB RIS R BORE AT LAORIE 2 88 11 B8 AL « Zidls m] A
PSS, PGPl DA, 1dsk n] AR VE B . (EAER A, B BT DA R, #5 DL
I3 R R H R ORAF o AT R E 2R A EOR, IR IX Le 8 5 T
DU A AE —ROR NS v B, BEfRTH S 45 B2 Bl — B ig ok, wimT LAAE
VPG OL T KIERIA R 1A, BT E W KBS RZFEEINE, 5 AN
MEULSEHL. bhan, R —k A A # 2 R mEE, Ay BRINPA, 2
F—MZF TN, BRI & RHbE? XL R R R EAR AR T — N A5t
/A A S IR BB Y OR 2R

s 5 ) Z AR AR TR A T 2 . DL BUR . ARk, ABRIMZE
[FF . Ea sl NS s i AREE, AT KRR SRR L IX 7 SR, AR K
JE T B AR B ) . BB 2 B RA N B 27 A2, AR N B9 T ORAF o DRAEEHIE )
gz A BTEANEE, “AR-NANEER-RSFEA” (“models for public-
private cooperation™), BIUI7E 2014 £ 2 H BAL AT BN 2% 2 4= 25 #4) (Administration’s
Cybersecurity Framework), & {r1ZEE R 500t 1) 2 42 5 n] R 1 B 25040, 1 1R /2 1R
BERARE, IEAEN TR BV 2 2 AR SR IR S5 . 20

UEBR AT E

TR RE G P K (1 7 fL e 2 4 (P B B2, BURRIR & SCRFHISCH T2 5 IR
JE I HR At o B BRI R B KRB I I3E 77« BHAIRED B &7 A A BT 3ATT (1
SRS MMEZ MR AR R R . REEALTIRN, E£ExE, ERER, WiE%
LA IR T 51 A Bkl . TP ST 2, R R A4, FAT—H
W g L PRI S VAT T A R T

REY LG EAEPR, BURELS A A RS RE BT HEdE 1) &, R
A1, SRR, RS KA XMW ERE, R TSI AU S K E
BHE ATV, SRR HE 1 REEE 2 dn e m] REDRAL— A BN MBS 56 B 24 1 A3t
HESR . XA & S /UA 1 B BUR Wl AE KA A B3 T 2 5 5 28 IR 5 UL ]
I, B OREAT IO B A RE L 5 R R S I AR 33t

FF, KT AIF W EEZE T TEUT, CHEABIRIA . i
77, TN AHEEEX 7. XA IR AR KRR AW E 1 5 5 R e i K
1113 51 AR TR, X3 — il AR PE A AL B AT AN GEAE 1 H i BAT BB e« AH N3,
XA AR S B FIREE RS B 1 BB S 5 X S R R e e 2 2 Axe ok T A
NMRHEEESRBUG & His AT 5 TR, JFERBZAN, BUF DAL A 4% (i bs
AR SR NG R EmRES ALK, ST asEms,
B AFEAT, BB R R EdE A%, 21

20 President Barack Obama, International Strategy for Cyberspace, The White House,
May 2011, http://www.whitehouse.gov/the-press-office/2014/02/12/launch-cybersecurity-
framework.

21 President Barack Obama, Remarks on the Administration’s Review of Signals
Intelligence, January 17, 2014, http://www.whitehouse.gov/the-press-
office/2014/01/17/remarks-president-review-signals-intelligence.
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XA B R T BATDR TR HE ] R AL, R R R B Ve L g K
BTG AR LI o TP I EARAAZAEF RN NEAL, TR XA EEAL e SO
AT, B R E RN S S HABOR] . IR B, — SR ORI
PR EEEERAELU NI REIE R4 v BE S ECH M AN 2P, JeHER 55
FEAR; MR AEAE R HESREL, UETDNEREERA T LA
R SR

IXLELHRAS A REME DL R L, AE R e A TR 2 RN 5 7 K R 2 o 0 I S22
FGIR I » 5 22 25 /8 7% (Melvin Kranzberg) I BH R — @ HE AR HE M “ HoREL U IR,
JRARFRSL. 7 22RL g5 ] DU FH R AR 5 HE AR, (BT PG F A N AERLZ 4560t KHE
NMREROREE R TR, R RE NS il BUR S VAHORE B EOR AR, 2
SRR B ARG HA M E L

KRB IEAE SR S o (ERE IR SR SE R T ORI N RA S i R 221 B2
B IR SRR e S A e X3 T AR 15 AL SRl Bt DA A 2300, Rl AT
A AU I AR AHAR T HORSCRFZAE I HED 08, S UERIN, AT /5 2R
HEZR, AR 5T, RFBI R BATHIRZ O EW 2

22 Melvin Kranzberg, “Technology and History: Kranzberg's Laws," 27.3 Technology
and Culture, (1986) p. 544-560.
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2. RESBEMESHEARERBRY HE LRRREE

[ SE [ 7 5, HR SERAVERAE TAR L B KB . 8 ERETHEE. [2dts
FrEoR W FEIRy, 55 E— B R ARV N EE RS AR B4 5 M .

FVEBEIMBIERERY T “ARBANG . F8. TR =452 Jo 3 18 2 /09 AL
7o XPSEAEFESHELE =R T EE, EMASZEE5MNNETHER, &
REGHAESITANERFMSWIEFBIRE T Y. EEE, /MR RAR
PREENEZE A @ iR, RS 1281k BR. S MESAZEH. “ PR A—14
W LS, TR B — RV, BN AR FH A RIS FIT N, BT
BARER A BXT T AR 1 it

EEE, il S ARG RAOE & R . S8 58 2 38—k it
T HEEAINDEE, DIORCSERE AR SRR, AN EMREA UL R
AT R NBOH ST, TR ISR — S oy BAR R DLA LRI 2508 H BN D S5 .24,

H MBI S G Lok, BCORRIEUR R 1 S TR O BCR R it K R 2 e BT
HRIBIRFE A AT SO0E I M 2009 FEI10G, B E D EUFE R R RHE R A
ITFIL,  FF BV 2 s A A 78 32 [ BURF I H 95 B A He E——Data.gov Ml b o X
B UM S B S E— R o = CAB R, AF L 5 T 3RS A0 B By, e mg il i,
ARG B AT . XK T HSRERE. T TEFRENS . 868 T ANE
T

N T ZIRIE T AR RE BAE, FTEF RSP EEBEIRN TR, BhEe
OB ERTEREE. 2. A S5inEmidEitatfls b, 27 7 =5 KRR,

L R AR A X R O TRL B, ARG E BUREE . 18 F DA R S AT T I IR
FIHk AR BEFH 70 3 42 (Federal research) At X TR & 38 F TR A&, DL RIS F R A%
HOHE WX 285110 77 A A B 1R EURTE 5T 96 AR BRAL PR 7] 8 KI5 45 syt BE L ek
WFTE 2012 SFRAT T — W R TiH S SRR AR I S M G 1, P B HE ORI 2 35 Tk A

23. See, e.g., City of Ontario v. Quon, 560 U.S. 746, 755-56 (2010) (“The [Fourth]
Amendment guarantees the privacy, dignity, and security of persons against certain arbitrary
and invasive acts by officers of the Government.”); Kyllo v. United States, 533 U.S. 27, 31
(2001) (““At the very core’ of the Fourth Amendment ‘stands the right of a man to retreat into
his own home and there be free from unreasonable governmental intrusion.””’); Olmstead v.
United States, 277 U.S. 438, 478 (1928) (Brandeis, J., dissenting) (“They [the Framers]
sought to protect Americans in their beliefs, their thoughts, their emotions and their
sensations. They conferred, as against the Government, the right to be let alone—the most
comprehensive of rights and the right most valued by civilized men.”).

24 For example, e.g. the 1790 Census counted white men “over 16” and “under 16”
separately to determine military eligibility. United States Census Bureau,
“History,”https://www.census.gov/history/wwwi/through_the_decades/index_of questions/17
90_1.html; Margo Ander-son, The American Census: A Social History, (Yale University Press,
1988).
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FIRLEPERCR2S. fE 2014 4, BRESRGEA T SAE TSR ER I %4
AE) R DA In i ] Rtk V50t 1 22 4 26

AREILR TR LB BRI AR o IX B A DR PR A5 T 2 B BRI [F)I IR
PA 3R 2 F AR 1 b iz HY it In & AR AR S

REGBENRTATHE NS

ATFEHETXRI

MR BRI AT EE, JAVEME DB st T e s AT b I & L+
ERT, BORBUPR SR BHE 52 B0EN RS R PRI A A4S LUK B R & R
TH, ROGHAIRS, RKATR APP. RSN R G558 & A RN AN W@ .

ek 2, Bumics e 77 3 22 HBUMALI B i s, S S BUF§r)—
RANVATFEIR B S sk, (15 LAef@e. medi. SE. A &5 Atesh
IR R SF BN ME LS B R 22 15 2 T, JHE T — N E A I E s = 5 .
BEDE 2013 £ 5 H 9 HEEME 13642 S RGTHA N EHRE FE T/ARE T
BN ERYP U R A AV SRR RIS, s A T4 DL R S S A N UG
[ SCBSE 27 . 3 R EHE B s e [ B e 58 A 38 AR LRI A% 0 55, 49l
1 FE R T 55 7524 % (Office of Management and Budget, OMB)zt &4 i H: T J@ L 2
FF 0 2 ABATT R SR AT P EURAS 2., R, AE (R B A TR 0T DL K £ i A\ 28,

ANARAE Data.gov Wk bA] DAHR 2 SRV 2% # 4 Al PR 37 )= (Consumer Financial
Protection Bureau, CFPB) 2| FI T A IUHIME B, IXLEeHpi 3 B TR ] 2242 5%
T 911 MRS, XK AT LIFIH Data.gov Wk SRIFAMA T & E I A
B AT EX BURHUAA A X LU BT HES 1) TAE T H AR 2 10 1 k. BB
HREFEH - SERrN TR, St 3 35a X SiEmamE e,

IR ML AR AE SR AR B b AR 38 28 Ak B SR AR 2 A A e AT i DAy K s 152
T, B — AL A R 75 0 AR F R G e 7R 28 T 6 S8 SR ML SRAE SR e 47

25 President Barack Obama, Consumer Data Privacy In A Networked World: A
Framework For Protecting Privacy And Promoting Innovation In The Global Digital
Economy, The White House, February 2012,
http://www.whitehouse.gov/sites/default/files/privacy-final.pdf.

26 National Institute of Standards & Technology, Framework for Improving Critical
Infrastructure Cybersecurity, February 12, 2014,
http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214-final.pdf.

27 President Barack Obama, Making Open and Machine Readable the New Default for
Government Information, Executive Order 13642, May 2013,
http://www.whitehouse.gov/the-press-office/2013/05/09/executive-order-making-open-and-
machine-readable-new-default-government.

28 Office of Management and Budget, Guidance for Providing and Using Administrative
Data for Statistical Purposes, (OMB M-144-06), February 14, 2014,
http://www.whitehouse.gov/sites/default/files/omb/memoranda/2014/m-14-06.pdf.
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N7 IR EE MR B . XAk, AR . SR B E SRR S — A R e R B
W, FRUOTR L Bz AT . A T S — 2B T U IR 3 BURF A TS B BB RS
H, BUNE R—BEERWREITHZ 590 5 HFA (code-a-thons) . ki X 2 T-/E 45 (Data
Jams). FdE iz 2l (Datapaloozas) -5 FHoAth (1 — L& DLEHE FF ON £ R 2518029,

MR 2013 4F 5 A B RTINS, B A I E DL BHTEE /6 A % (Office of
Science and Technology Policy, OSTP) & A | — ™ TARMEZE T %, N&HUIE Bz FH RP I
BURTIE BB —H e 0 = iR Ak 4e T, B TR ARRA. BREAEEN— R
FIER30, BURHUAAR $E FFORE FE CORAE B 8= R N = AP ds: JRmchE T
T, HH R BEHMCRAT B EE R MG R . N TIEEHE, —SyMaFE—L
P AT B X R A 2 T B Hm N At AT 1 AR I =3

“BREIRHE” TR

HHOFE S EATFEM . 5PN S R BUGE B BCR N — DN RS
1974 EMATH) (FRABUER) =T 7 ARMEM S5 HA RN NE LB, 2
RATH X — BRI N Z ARG E I %2 mG A 2010 1, RESBUFE TR — %
BRI« B R E e " B S FE i, (8558 BN AT LSE 22 i SRR ATT ) S A Kl
FHIOR BB B b A A AT AL N A5U3 10 FR 3 35 3 AT 55

“CHRAREHE” TR AR LU )

“WAH” THERI: “IELANT UVRIE P ARt A T (@ BEE S, At AT TRT DA
I AR R S 250K, FF51E BIR L LA E B . 1E 2010 4,
% HIB L ZE N H55#5(U.S. Department of Veterans Affairs, DVA)JTIE T “W54l#n” it
%, B T DLE IR R N AT BEIE S . ATRETAE, 540 J7IRMHE NF]
R “¥din” SRBABATRA@RE L, BE T RMANAT iR “EAmn” tHRI
Z 5E A E AT EARE @ R R, SR, T 1.5 12893 E N RERE MR
KRR RALINE . BEL SN S M 5 S R AT R A
(295 A

“GIRBIA” THRI: 7E 2014 4, EEEFHETE—N4A “Get transcript” )T
B g N p4E B8 o AL =2, ghBi A mT DUl B3R A AAT B Qi = FERghfi
0% MAGIRLE P DUE I 80 L F B R, X 75 AT HEH . AR tR
K TS DRSS B 5 IS B ER B E

29 These events have helped federal agencies showcase government data resources being
made freely available; collaborate with innovators about how open government data can be
used to fuel new products, services, and companies; launch new challenges and incentive
prizes designed to spur innovative use of data; and highlight how new uses of open
government data are making a tangible impact in American lives and advancing the national
interest

30 gpecifically, the Open Data Policy (OMB M-13-13) requires agencies to collect or
create information in a way that supports downstream information processing and
dissemination; to maintain internal and external data asset inventories; and to clarify
information management responsibilities. Agencies must also use ma-chine-readable and open
formats, data standards, and common core and extensible metadata.
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“ERA” TR fE 2012 5, REBUFSHRIATL AL T “dim” o,
XA pE S AR 4 7RISR IR RS B, JFFHARTEER
TP HTE B RS R SR, O 5900 ST EE S VIR BEIRSTH 48 KA
DENTEE S S “AIn ik, WEMBATRE A AR, AR A S EIR N
REVEREIE , 9 Rl A £ 2 R RA N AR 55, DL SE B S e B AT T 1 BE R T A IR B
KIE BRI ) H 3L

“RAEAERIR” THRI: AL e G 2t R SO B S R DL — 25 B
=, XEe(E BB CAESE. 4B, VRN SRR 5 T B B A I, XA
AHEINRE LM TR E BRI AXitd, FEAGEEE ‘i E A
BREE, Bl A LS 7 OB R BT SR BIE R

Br 7R A A NGBS, “CIRREEE” RIS T AR
HIA N R A AR Y, UG Ay S HLfE T B 2 AN 5 Ak FRECS NS S
RIRETIEAR ARG AR BORE 2L, BTSN AR 2B P B AR N AR SR
EAS AV IDE PSRt il L

jc%ﬁ%-ﬁ‘iu : “ %ﬁﬁ-%ﬂi}[{_{ﬁii‘i’ 9

FERRK, “REAE” BB oNXAMME BAZ A FE RO, 1S8R AR, IRt
M ATINR R P EE. 7£ 2012 4 3 H 29 H, SABFEIHIAR] “ KEHRE
W AR Btk (“Big data Research and Development Initiative”) ik, i /542 iR
LW T TR SHEORIF K UHERE N BRI AT IR A 25 B3I R IUA UG B
FHRFLAR K E .

HM “EHE-511-178) 7 (“Data to Knowledge to Action”)tH &I SLit LAR, 1E 112354
HI“XDATA” I H 2 H: R, 36 5 358 4t 12E 1t H B 7% J53 (Defense Advanced Research Projects
Agency, DARPA) & | — MR 5 AT SHIE A “HFE ", Bk
JE RN A B BT AFAE SR IE I . A S8 B i 2R 1 HoR 32, [ 2K T AE A 9T e (National
Institutes of Health, NIH) .2 Hi 5000 /336 &S RFJT R AR “ Hol-F1iR-173h 7 it
Rl EZ Rl #H 42 (National Science Foundation, NSF) %% B () KB 7T %1, A
BRI TG T 40% M2 T o BEVEHE RS AT [n) “ AT 4 e B 10 8 393 by SO T RRAL
422” (“Scalable Data Management, Analysis, and Visualization Institute”)#fit—i 2500 f3 3%
TCHIE R, IX LA B AL B S s B 15 SR 2= M & AR I HEmR MR = T 25%

31 Aneesh Chopra, “Green Button: Providing Consumers with Access to Their Energy
Data,” Office of Science and Technology Policy Blog, January 2012,
http://www.whitehouse.gov/blog/2012/01/18/green-button-providing-consumers-access-their-
energy-data.

32 Tn November 2013, the White House organized a “Data to Knowledge to Action”
event that featured dozens of announcements of new public, private, academic and non-profit
initiatives. From transforming how research universities prepare students to become data
scientists to allowing more citizens and entrepreneurs to access and analyze the huge amounts
of space-based data that NASA collects about the Earth, the commitments promise to spur
tremendous progress. The Administration is also working to increase the number of data
scientists who are actively engaged in solving hard problems in education, health care,
sustainability, informed decision-making, and non-profit effectiveness.
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PAE. A VR 2 KB R FE SRR, LEan B 8 4t 2013 4F 4 H KA A E1Er
M EARMI(BRAIN) T o AEABUR REFE TR ALl 7, B 5O 23 e N R
FH LA & B8 2 IR R AR ORI FE AR SR AL 1 RR ) 0 B 8 SCHF

5% H R b ik A B R R AL IR HE SR

EE (FRRE) KRR

Tl i R BB RIR AL+ 2 RAE B REIE, (RBAE) IEREX—ta
Bx bERERRN. BB RV H % B % E k1S (Samuel Warren) #1477 == 3 i (Louis
Brandeis){f 1890 4 H P A\ &3 113 2 LS8 3 (BB — SR, IR ] (45 1
FEMLITH I BB R T AT S 3R Y, fER S0, A ATTHE Bl i R B 5 il vz
BENATHH AR 5] 2 NBRRBURY 12K, - X TR A 2R A8 - 1R 2 H AR R B
BT R, GIORABR A Z A BT AT RERE S, 3348 H 4 vt 0 1 TR B
RPERMB VR IILE 20 tHhal, X—BUEAWNME, T ABUF RIS AR 5
TN A RBEFAL . 34

ZHNEE T B R, Hdp oo T REE S TUB IE R MR 2% B BEE I ] 53,
R R FEMAEAWI AT R . 357 1928 4, BRI EIERZ I 7 “ RO s v 5
BCHBURT” (Olmstead v. United States)— % 9 & AITEVF A N BN B GGV 36 B A
R EEFEIMEIES, RO LLERAS T E RGN . 36(H2, RRAHT S % 1)
g ROV BT T « A 22 % W7 Justice Brandeis) I HIHHMAL RIS, fhEiE: “EHAAA]
W21 A RILBEFRAAS AT AR BRI LA R Hi U 4T A . 7 37

RSB 201y A 2 PR B vl — BV, ELBI 1967 4E “ R IR IR EUR ” (Katz v. United
States)— A W HERY . VEEEIN N, BEFSUHEE R (Federal Bureau of Investigation, FBI)7E &4
TERAER TEAH G S /M2 BT R E, RF TN A BIEE R A
[ E 2 R A A NIARF RS AL, RIEIX AN WA BT G5 N, B Skl &
Wb de)E, FEMRE RS RIRYT, eI IR BT Y58, 38

B SV BE A L BPR BE AR 8 A — AN A R At 3 S A YR VA B9 IR 24 2 —— 1
AR W) “URIAl” (“cause of action”). E. 3| 1934 FEH) (BT A &, LIk

33 Samuel Warren and Louis Brandeis, “The Right to Privacy,” 4 Harvard Law Review
193, 195 (1890).

% See William Prosser, “Privacy,” 48 California Law Review 383 (1960).

% Wayne Lafave, “Search and Seizure: A Treatise On The Fourth Amendment,” §§ 1.1—
1.2 (West Publishing, 5th ed. 2011).

% Olmstead v. United States, 277 U.S. 438 (1928).

37 Ibid at 478.

38 Katz v. United States, 389 U.S. 347, 361 (1967) (Harlan, J., concurring); see also
LaFave, supra note 35 § 2.1(b) (“[L]Jower courts attempting to interpret and apply Katz
quickly came to rely upon the Harlan elaboration, as ultimately did a majority of the Supreme
Court.”).
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3™ EAR AU N B AL A B 2R e 9 R AR R AR H K o 39 R 2 BN )7k
BEIX A TR BEABOA E A YRIA, XA R T A0 BT NI A — e, 1
e 4 R I LR . 40

1T R ICA NFL N2 18] BAA N 55
NIFEHEAN N R

. NHAFNE BE S 207

- N TARNAANA A 74~ AN H B

W

BUEVF 2 PP OIZ DU I BT IR S s R BSRL ) R, e F h AR b H ARk
WA A AR NG BRI RUMR ™ E. RN NFRR, BRI B %
VR B I BRZS X At RIS, IR e 2 A3 A B I R AT R AE IR e B — R IS5
AR ARSI R 42

5 B AFSEE R

BEA TR IR 5 EAEBUR AAL ) B N FH BB K, A= BRI BOR ) 2 # A 1T
IREFT AL E SRR R, 1973 4, KEDAE. #E 5EAE A T — 08N “3%
. W EHLS A RBUF” (“Records, Computers, and the Rights of Citizens”) ik & . 434k &5
T AN NEIE RS R R R G R IR AF B B DR BRI
XU, WHR ST AR RS B SIEN T (FIPPS), BN 1 44 5l PR
il L BLHE AT

RAEREE RS BB AL HAANFERRIE, BAR5 E, “AFE 85k
FEN” RIS T AR NG BN R AR R . B RE D N BB AR AR
TR SR TARAIE S, LGRS SR i g i BE—2B i, D AHBEEZ R
B IEAMERIE R . FBWEALSE LS RIEE BT SR E B2 4.
KRNI T 1974 4 (BafAiE) BUEEal, X—EZ M0 7 ECHBUREN NS B4k
o BUE . S SAERRSE T I HIAT Y. ¢

19 thed 70 FEAUSH, LA Al E R ARGk IR | BRI, 451980 4, &G 1EK
KIEHAZ(OECD) KA | H (S TR RIF A NS B s S a0 & BRI 4 3 ) (“Guidelines
Governing the Protection of Privacy and Transborder Flow of Personal Data™). 463&F “ /3 F

FRSESSEN st S AE LR AR TR IR ML VR T R = E R E KR, R

39 Restatement (First) Torts 8867 (1939).

40 Prosser, supra note 34 at 389 (1960).

1 Tbid. See also Restatement (Second) Torts § 652A (1977) (Prosser’s privacy torts
incorporated into the Restatement).

42 1bid.

3 See, e.g., K.A. Taipale, “Data Mining and Domestic Security: Connecting the Dots to
Make Sense of Data,” V The Columbia Science and Technology Review, (2003),
http://papers.ssrn.com/sol3/papers.cfm?abstract id=546782.

4 Pub. L. 93-579 (codified at 5 U.S.C. §552a).

4 Organization for Economic Cooperation and Development, Thirty Years After The
OECD Privacy Guidelines, 2011, p. 17, http://www.oecd.org/sti/ieconomy/49710223.pdf.

4 1bid at 27.
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AATNVBEFATE S LS5 B . 1981 4, KRNZ el 7 (M AE R HBA K
DMMNREYTAZ)) (“Automatic Processing of Personal Data”, Convention 108), X —/A%)XF
CONAE BSESENT T B B W T B AR

RER L CHER A A, (A2 5% B AR B B 5o T IR RABUR S AR ZE A 2 T “ A
PG B ELSEN 7 T RRAABGEEARABGX — A, W [ 5 R 4048 il a4 B
TR BRSSO AN NS R A R 44 T PR ) Bl SRR B AR B [R) . A
X (), S5 18 UJ 368 5 SR FH AE A9 A 7 DR B 54 FH AR 28 S5 ) 908 SIS Tt AR ) R S 8 58 o
R RS, o 3R A4 38 AR DA 0 T45 B A )4 A 0], AT A it 5 R 35 R 6138
BT (HA2, (HIX 9 e B8R ps s B R 1 25 1A

CNAB BEESVEN TR T 1 2 1S PR A AR 3[R R R o AT R A 2004
N FHEL T EEH SIS ABEEN] ) (“Asia Pacific  Economic Cooperation Privacy
Principles”), 1X— 3N FAEE TS EH L (RIFRIE RS G 42180 APEC) A% iR
ZREIS, IR R E - R B S - i HEAE SR A, X RS DA T A
FRSESIRN” ) —BOW AR e i S ORI AR Al . 47

K EfR TR R RL I

)RR PSR, R0 E (AT MR TG B B N DUR AT v R 2 A
[ I BHERIAN TR o IR SR FOG R e R SR AL R . B T D EBIA, R 2 BN ST
BN #IE IS 1 AR A, 48

(APEHREER) (“Fair Credit Reporting Act”, FCRA)sHJMiAA T 1970 4F, iX
—IER BAER T TRk & MU BTSSR 15 R HER 1 5 A P PR RIS, HERE AR SRR RA IR
o FEEEHHTEHSREHRE . BB RAESHARE. X EZZWKT T A
Y7 i 52 AN NS B IACH], AT ERS 11 2% 38 AR o B SRS Le 2 (R 2% & 4 i 1
AN F G B IHER S5 508 B IREIX EE B e BRI ) 2 AT
AFTHH NP (GIadE4abe80 B RIS B0E FH 5.

1996 R (fd B R B #5775 ST /E vk K ) (“Health Insurance Portability and
Accountability Act” ,HIPAA)HL & S N85 R Be 4 e 1) 1L A BRI A0 3

47 The APEC Privacy Principles are associated with the 2004 APEC Privacy Framework
and APEC Cross Border Privacy Rules system approved in 2011. See Asia-Pacific Economic
Cooperation, “APEC Privacy Principles,” 2005, p. 3,
http://www.apec.org/Groups/Committee-on-Trade-and-
Investment/~/media/Files/Groups/ECSG/05_ecsg_privacyframewk.ashx; Consumer Data
Privacy In A Net-worked World, p 49-52; export.gov/safeharbor for information on the U.S.-
EU and U.S.-Swiss Safe Harbor Frameworks. These enforceable self-certification programs
are administered by the U.S. Department of Commerce and were developed in consultation
with the European Commission and the Federal Data Pro-tection and Information
Commissioner of Switzerland, respectively, to provide a streamlined means for U.S.
organizations to comply with EU and Swiss data protection laws.

48 California, for example, has a right to privacy in the state Constitution. Cal. Const.
art. 1 81.
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Pis, EFEPWATE T TN TR AR FAE A bR 40 (R IR
Wt 5 TEESR) (HIPAA) B CJE N “ /MDA (“minimum  necessary”) )57 M .
S0[H o> 5 DA o S b T 2 Ad e s i R4 . 1998 4F (LB AE L BB R 58D

(“Children’s Online Privacy Protection Act”, COPPA) il ik 3§ 4 % Z= i 2= (Federal Trade
Commission, FTC)IELERA T 13 UL JLEMAEL RS BCERE ILEN NG BT
FELZE R 55 75 B3RS AR (Rl 2 A Be AT o £ &R diie, (k5% SE) (“Gramm-
Leach-Bliley Act”, GLBA)ZLR & BHLI B H & A IR R EA B RN %Y
L& R INAE, W15, FEWHAESEENE B55H A, 1A NEZRER A

51

HREBRBUER

20129E2 1),  HEERAN T — R4 9 TE SR RPN . AR R ERECA A TR
BN RAP B S 2 2 BT T 1A RHESE (“Consumer Data Privacy in a Networked
World: A Framework for Protecting Privacy and Promoting Innovation in the Global Digital
Economy”) o "X “KaAL” W RIS IUASCBE R FTE 5 A 925 i 2%
HIRRABLESE : WP BUR I 2 07 B 2t AH 538 1R 78 I T LIRS S X S8 70 s X R
B AT 5 00 7 T 9 38 BE AL LR v B SR ; o SCRF A0t 5 [V 2 F) [ o B ARA AL
il PS5 (1) AV

B RABHE B HIAZ O 2 T BB FRRRMIER 5, B X B IR P R dE#EA T B E . 31X
LB AL -

AT I T T LS AN B X R AE R, DA AR A i X L
{5 AT HE

B TH 2 AU RS 1 SR KBS A 22 A SR A5 K

FASRFREE: TH 9 A AT RN Al AT 2278 21 2 SR A1 B A M 7 Th AT
etk A 53R P A

T JHRE KA ANBE LG B 24 5 05T AR

AIEBORAERR I DS NG R BURR I, DL HER (R R 20l S i A7
AR R B, 1 2 E AR I R R A SR

REBWER: Al Ae A B R s 5 O/ F - Sl

49 See U.S. Department of Health and Human Services, Health Information Privacy,
“Summary of the HIPAA Privacy Rule,”
http://www.hhs.gov/ocr/privacy/hipaa/understanding/summary/index.html.

%0 This principle ensures that covered entities make reasonable efforts to use, disclose,
and request only the minimum amount of protected health information needed to accomplish
the intended purpose of the use, disclosure, or request. See U.S. Department of Health &
Human Services, Health Information Privacy, “Minimum Necessary Requirement,”
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/minimumnecessary.htmi.

%1 They include: The Fair Credit Reporting Act of 1970, the Family Educational Rights
and Privacy Act of 1974, the Electronic Communications Privacy Act of 1986, the Computer
Fraud and Abuse Act of 1986, the Cable Communications Policy Act of 1984, the Video
Privacy Protection Act of 1998, and the Genetic Information Nondiscrimination Act of 2008.

%2 See Consumer Data Privacy In A Networked World, p 25.
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W3 AN ANEIE A TG S RBUE G, AR EIIs Qs
FaAALEZ) (“Consumer Privacy Bill of Rights”, CPBR)

CHREBEAAGESR) B0 %3 M AR Z DT FNE R ARE R IA I BaFA L
M. tbn, e “ S HAUERITE” (“access and accuracy”) H) Ji DI X AR #EAT 4
W, SUAEXN T BRI EM TR (oL FRIEMEL, EE M P EE. [FRE
(), ERIR T A RS ENE RFWES BRS8Nt “ B i
BH” (“purpose specification”).

CHBREPRRAAGER) EELE T A5 5 S BI0 S5 LB G 3 5 FRATT AT 2B 3 ) Y
ZRINGG

HESRMWGEE— RINEL—. P RESAE, GHRERAPGER) #37 7 —K
JR S 25 b B H R E Q] SEFX L8 25 2 AU 1. I BB BRRABLE ) HIAHR
PREG N5 HoA 7S OR JR WA ELTR] ™ AR B DRV 2 85 B B AT A ARAT T B S B2 i
LA IR, MHRMEFEN R 7 ARG RS “Al-FE 7 [\
Z UL H gean i S PE IR R — 2O, v DU R i R A5 P S A5 B

%o

HEMM R E . SRR R R ERINE . mIR RSB, AT
RIXHX AP, CBRAAE) RS BRI R A s AR OGS REE ik, e BB PR,
S PR RAT OO HEN], PR REVE AN fTRE (O S B FRAABGAZE) B B AR LA 5
o (HRERABOER) 2T T2 MR N 5 BARRAT S0~ M 45 &, BES(E
SCHFRIHT R [R] IR DR 3 7H 2

R+ ERE BN

7R A [ 5K 5 E PreH 23T 06 R AZ AT R FA SR AE LT, BE DB R A T (T 2%
HRRABUER). 75 2013 4, K SIESREHLTIHR T H OIBRARE 5 7E, XIE
BUH EARTE T AAS B SEERE ), FBhvg sedfhnag 7 BRFARY . £ 2013 R AR
SEHABEHRAMN RS, BMAERKEE LGE TS RIRHA T ST
S3RRZ 4 IEFEH %56 108 S ((NAME B BN A AR A L)) |, “Automatic
Processing of Personal Data”) . 7EiX S [FII B AL PR HELL 2 (Al A Mr 22, b £ [ s 57
5y P BRENIG K J 22 O L

R SR A, T 7 A LA CR B R 0 P e R o S4B 5 DR A 8 A AN AR VR BR
WA RS A “ 7850 17 B FA ORI E SR, B A A R E 22 4 AR L B | 2K Clan
F - 2 U0 WH. £ 2014 9 1 A, RESKEFFHER, e hnsg e &
PISCHESE U R & Re 4k S LG 1M BR IRy, I HRe e m i@ B B, 19304 ZdaT

53 Organization for Economic Cooperation and Development, “OECD Work on
Privacy,” http://www.oecd.org/sti/ieconomy/privacy.htm.

% European Commission, “Commission Proposes a Comprehensive Reform of the Data
Protection Rules,” January 25, 2012, http://ec.europa.eu/justice/newsroom/data-
protection/news/120125_en.htm.
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SR e T =F OV AT g, IXERAFRIC AR SR, RIGEARER . SEE, thARAEERT
XL AL PRI HE SRS A frrid N R B SRR [, BERs it S 5 AFfaE /1. 5°

£ 2014 4 3 A, IR HZE RS SERENM I E JIER T KZ & HL —FE A,
WK BE 55 R 28 A SR R AT 3K R IR TR ST 5 0 /2 XU AE B AL DR HE S8 075 T R 3K R 7 3K
563X I 5 ) A A 75 IR LE AE W R 5 R85 AL A X R INF R 4T 57 55 () 2w AR AE P 7
BSAL DRI AN UE T, 38E S DX OO HESRAS — Bl B iy SR A PRIME o S73IXAF 155 777
BT AFIR) ST, B E R ERES AR SR 2 18] i 3 E A B Ta] A3 AR 1

45

A5 38 (I FS AL KU AR OR 2T [ “/NEE 7 —— € R b AR, il LA A
BATE RV A BB VE . XL XA R BIRER . S8, S2E2E
BRI, RARESAHE S REEA RN RMEL . XT N s WA RIS E
Ll 25 S S E N, A5 tRs € HUER T 1R, 9 T RIPIE TR T TS A ERES AL PRI HIL
15 2 A R e

SRR TT TR 27, BRI E 2 5 BOR 2 SXIAE T3 17 R8s 1) o) @, RIAn g 78 A
PGS SR A2 KR SR AT A R E B . XA 1 B AT A A
IR IR R REE L 2 I ST E GUS IR, 9R J5 K25 18 K Hds ) B 4R L Xt AT B A
DRI HESE IR R] RERZI o

% See Joined Cases C-293/12 and C-594/12, Digital Rights Ireland Ltd. v. Minister for
Communications, Marine and Natural Resources, et al. (Apr. 8, 2014) in which the European
Court of Justice invalidated the data retention requirements applied to electronic
communications on the basis that the scope of the requirements interfered in a “particularly
serious manner with the fundamental rights to respect for private life and to the protection of
personal data.”

% European Commission, Article 29 Data Protection Working Party, Press Release:
“Promoting Cooperation on Data Transfer Systems Between Europe and the Asia-Pacific,”
March 26, 2013, http://ec.europa.eu/justice/data-protection/article-29/press-material/press-
release/art29 press_material/20130326_pr_apec_en.pdf.

5" Article 29 Data Protection Working Party, Opinion 02/2014 on a referential for
requirements for Binding Corporate Rules, February 27, 2014,
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-
recommendation/files/2014/wp212_en.pdf.
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E XY BN, IR R 24, MR SRR TS, it B
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IR HNINE A

A BRSO B 2 AT B BUR S A B AT EAE YT . B . E R e bl GE
AT ER ST, JFR AR R B . B @R, KT BURNMIZM AL A
PEAZAA A R DL S £E AR5 H 2 5 Fe 14 [ B DR 2 BRASURI PR 58 110 3l A B4 1] Wy
e HE AR BB F AR A AR I [ S e i S VI, AR Tl o G e G A
N7 A3 BN BUR AN E 2T v v R AR, R R B B3 s vF kA A1
Kig— s BEARERAMPE T IE S IR E SR —F, RS2 ek
HER

Mz =i E3E, BUF U K s A A = IR T BOR 5 S N R 51
HTRAEYE. ARMGE BN TIREANRER B g B 28, e IsiRA r g +
HAH ), XAEREZKAET R SWER R BTN R M . BUFAE O 8 H o
e H AR AL T2 AR RS I DR 2 1R 15 4R 1) A ok e H
S BN AR 3 I DLHORCR: HeA T B & gy HL B g 25

DN BURAE DR 23 AR 2 AT (8 BOR 5 BB Rl IR AR SR B RR IR A STAE, T DAFRAT 6 5
1R E 2% R KB AE A~ R TT A FH 7 38 DA R R RO 0 11 ) B8 o6 P g o) S5 PR 15
o WRARH AR, KEFE T REMCONBUN 1R S T A RIZ LR TR 15 0E
I, KEAEBREPH Tt soEs], it —BEMARR EESENANERS A
AR ELE R SE

R 5B IREAR S

Him—EH R ETREIRS I —H 5. EdERJUES, WaH G THIEZR K
SRR DR AR AR 55 A S P ItV R A i T, XK R S 1 TR IR R AR . AR
TEHRNEHPEIEE. E CGEERP 5PN ETIESR) (“Affordable Care Act”,
ACA)HIFIE, BIT ORBS AT AL IEIT 46 MAH B2 B8 . BT AYER) “ 42 ikss
W37 (“fee-for-service” )M =A% A8 4 3L T B AEA@ BRI AT i K. BB 2, XU
IIELEF B — A “2220 87 RITIRME RS, (RSN, RS s = 1525
BE IR IR A BT

KREAE T U E R & 1830 T3 B Al A= v 05 R R 2, 945
MNATAS 6 Iy R A TSR BT PR A I o KB 43 M RE 08 35 B s I IR VG YT AR T7 245771 LA
S NS T AT T 8 2 BRI R, e gt 70 5 R E S % . ST A
FERE, REWEGEH CRIES B IR EA G A IRIRILE, FR, J6I7H %
FHAR$i B3 1 R B AR ARV 97 A8 5 IR B0 5E
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TR 25 5 (8 T A R B R R AU I AR E B o X 9 K R H AR AT AR B R A
FEAT — N NIRRT IS, 8 5 A B 4 Hb T 45 o 5 0 7 A5 8 MR B2 A5 T
Re kA, IR RGN T e ¥6 97 77 N R N . H RIS, it 1 V2 5ok
. fEgim X b, fE R BB AR AR 1 R AE I R AE B o =5 2 B B[R] I £
PRHREZFEENNSMDE S MR, H T4 8 AR sl N 8 1 AR I AR IR
LA BCH IS AS AR T 8 i 2R A

HR, PN 42 3 4SS P R R XU R B — M, — BRI ZE S, AMY
WEAS BIREE AN, M1 LLACR R B 5 S 5 A s A% 15 B i N K 2532
Pz, R, R DR AH 20 5 T DR A A5 e A 12 1 AR B8 EAE oy T A AR FATE
= 220t 95 5 v s R FR DG [ ) VR 1 T R

H AT B AAEZRAE AN AR A BLG T IEAE A @ RS B, X —HEZE VAN REIR 17 3
iR R 3R T Fe iy I ) el R I HE B AH S 78 B AT o 3 PR B SR 5 i RRIR 100 75 2 S it
) AT R SR R G ARG T . A BT EWM S EREEANN ZME R AT
55 BRI 2 TR) ) S5 %5 08 R SRR I N B 5 =7 DR A 25 s 2 TR ) PR & 2R 1508
T3 LG SR (P B HIU BIAS R ) A 5 2 8 A T SR R IS AN & IBORF B R A, FLrp
BFE (IR ORBSAE A T35 5E) (“Health Insurance Portability and Accountability Act”,
HIPAA). (&RbIRSEIIACILIESR) (“Gramm-Leach-Bliley Act”, GLBA). (A= 55k
952 (“Fair Credit Reporting Act”, FCRA) S (BRIFTH S & i 257 %) (“Federal Trade
Commission Act”, FTCA). SR KR 2 Fh ZFER, [F BB SF 2 ANEANT R I B 24
W20, SUeFER, BITHAGE S 5% FIRFERLA RN Z AL M E AL, T IEK
—BER A%, SPGB — RAI LR, R TINBUFSIET I B
AN GEST HAR R A DR B = A T S e o AEETE LTS, BT BRI T ORI K
BRI TR WL MO TV, s [F A B — D B ARAT M A TR IO K e 7
AR

RE R EARAW AR, AR FREEAR AT SR 2 TA 1A AR FA S 584 o 78 KR
515458 2 CAATATART s 408 5 Ay 5 oK PR R UL R 9 T i AT [R5 8038 o R o5 B P B 1=
ST ORAENLAL L2 J5 B AL TR 2 7 At BAFA 2, Doy IRAEAT ML 413 3 A Py
NS FAESE, A FEDRIE. A F RS AR % R R g Be Bl 15 LU 2R .
X —HEZE 7 E PN i@ B R ES RN STAEVA R D) 5 O FERIE AR ) (“Genetic Information
Non-Discrimination Act”, GINDA)H [ FRFATR Y 563K, FE RIS B vH b v AL B dm 45 10 LS =
Hps-Fa@pNrt. a7 TERE BEARE, SRR RN LT Ee: B
R BN G — AR bR AE 5 25 R AT A [R] S8 B ) 5408 10 53 P LAAE 52 214 i) 1 2% A T T
Vil

TE R IT H AR IR AEZE B P B R R R R RE T, 7R A3 7 R 5 ORI () it
LR TRV AP i, TR 55 70, R AR B R 5 o R F A fil B e JE Al

% Latanya Sweeney, a Professor of Government and Technology in Residence at Harvard
University, has studied information flows in the health care industry. A graphical map of data
flows that depicts information flows outside entities regulated by HIPAA can be found at
www.thedatamap.org.

%0 President’s Council of Advisors on Science & Technology, Realizing the Full Potential
Of Health Information Technology to Improve Health Care for Americans: The Path Forward,
The White House, December 2010,
http://www.whitehouse.gov/sites/default/files/microsites/ostp/pcast-health-it-report.pdf.
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NEIWFR: REESHE

m4, BRI, TR, RZEHZHIIFHRTT T AEE RN M )1
o RBUF TR WERRMA. PPN ZeiEsh . #ATRINEE . S E R,
ZINRIEE R, X — YA DAE TR E e R

REETRHH PN RS a4 T 7 #AESHINEZ A fett . AR BRI 5,
XL T HL R B A SIS R PP A SR AT 27 =) BB} RE S 42 I~ AR ()43 32 0l SR AT s« X
Wik, FERARICREY K2 BE N 3G 17 A 8] 1 L Bh A8 20 N S I 21 B it Ak
HAlRg.

bR T AMALEIEE , FriEdE R A s ARSI 38 X T ST NI R Re I T
JR ) KB o KRR T TEUAE 2 VR B S5 5 T RHEE 1) 57 ) P & 3R BUREE v] ARG 1 R
i X Lo, RATRERE AT IR G2 B 77 SRR, XA S s i B ah it A7
EONHER S BT . BAREEE: RN T RS AEAE S SIS S TR R CSUR, iR AN
57> BAw, mBEEERS IR, IEE— 0 Hhis B X S350 75 B R L b T AH AR e F)
. HAT, #E IR ST iE X SRE, IO MRS E X B E BRI T
LA QP AR, PRI SOL L S sk s, At — B Fe e vk
fiEs. ™

FE U R E R S RN A R T — S R L R BEE RS H AR AR
WA, AT S i DR AR R A AR AL . —T7 T, &I 5 A X PR #
RAMENFEERME,; H—J7m, RENELT S TRESREAZ B &R LR
fito XS AW PERFEL EHE 67 A RS Aax SR S 4 e a4 Y
A A 2. MTIRRAF LT, (KEEHRFMEAEZRE) (“Family Educational
Rights and Privacy Act”, FERPA). ({7 FAERFNMEIEZR) (“Protection of Pupil Rights
Amendment”, PPRA)HI JLEAEL A RYE) (“Children’s Online Privacy Protection
Act”, COPPA)H R AH 5% 2% SCAEAS F I A% 1 2 8 B A R PR AR

FER B RHRIRY  LE KB AL

BRI FAEMRT AR e s — AN ELE, FOE
RSB N AT 6 ERERH e AT R LR, ST AT
s, R —SHEEASHIRER, PEMS AW S0, X%
I DR AL RE S MR B SR T T2 1 10 22 2 BRI OV H T IR L I m] REE, E
I, ] REAEAA RN B MR BRI 92 5 A N5, Bl HoAl
Ji AN 2 R AR AR . BARER N S N FE S R NI
Wt SR 2B 2 DU S BUR T, (AR B Bt 2 w22 F b
SRCEE IR, KR HAENR . FERERA G S TARENEE. ]

®1 President’s Council of Advisors on Science & Technology, Harnessing Technology for
Higher Education, The White House, December 2013,
http://www.whitehouse.gov/sites/default/files/microsites/ostp/PCAST/pcast_edit_dec-
2013.pdf.

62 Department of Education, Enhancing Teaching and Learning Through Educational
Data Mining and Learning Analytics: An Issue Brief, October 2012,
http://www.ed.gov/edblogs/technology/files/2012/03/edm-la-brief.pdf. For information about
the National Education technology plan, see www.tech.ed.gov/netp.
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M, A4S AR E B R A R B AR e .

MR N ANFER, HZEEANEBRIRR 5l mAET
DRI g A H R S22 BHE AR BRI ILEAE LSRR VA ZR M s
B SR s N TR A R T 13 % (1) LE A9 NS B e ZRAE A3 2L AR
BRI F . MEAE, B FILE A 22 “0iF” BUREFRE
FRIBCRAE A BERA DRACATT A FE SR AL — Pl e T AS 2 FE s R34 8 REAS HY

—E I SEE

SRR, HAFAESETEE T 6 58 A R B30 s 2 R A
D NE L, XA TR € 2 21 77 A e A i A AR A2 2R R
Bl e ERE 0N A S BGER I RIE K SR A . RIEEAEAE R
NI B S AR LRI TR), A AN N AR SIS R AR AT AR A - B0A AU N 24 e 5 1
RSB AR F L= ? W T G 8, RenlE A T2k A B B
A, AATTARAT RERS CRAIE B C R B i 2 A ?

AT BB T X BT A A S 1R 2T AR 2% R L, R # 2014472
N TR BE RS TE R . “RE MR, AL (KEBE BRI
E) 5 (R AERFNZIER) PRUE R RARZER, AR X A LA g 55 =
TINIREAT 8 S AR AR B P Rl ORI (0 2B 2 ) T HNTIR S5l IO 741
FITAEHT, 1 i X EORF 3 IE 25 DI S A I G . 24 5 2 X UR SR A VA I B0 3L
m AN H 2B R AAE R, I HAE D SRR b AU I A5 SRR E%
PR o RIMEAEROHT TR 2T, A £E R H th 57 i s DR 2 A B AL b A
ARG

2R IESUT TR L ), FRE HOR BN P, RS A s AR R
BORAEE 52 5 LR A BRI RS ) RN 4 T 52 B B £ B ity R 5 - ™ IE 40

63 danah boyd, 7t’s Complicated: The Social Lives of Networked Teens, (Yale University
Press, 2014), www.danah.org/books/ItsComplicated.pdf.

64 Department of Education, Protecting Student Privacy While Using Online Educational
Services: Requirement and Best Practices, February 2014,
http://ptac.ed.gov/sites/default/files/Student%20Privacy%20and%200nline%20Educational%
20Services%20%28February%202014%29.pdf.

% For example, California recently passed a law prohibiting online services from
gathering information about a minor’s activities for marketing purposes, or from displaying
certain online advertising to minors. The law further requires online services to delete
information that the minor posted on the website or service, a right for which the statute has
now been dubbed “the Eraser Law.”

% The Department of Education is exploring data innovation and use in a wide variety of
contexts, including making more educational data available through application programming
interfaces. See David Soo, “How can the Department of Education Increase Innovation,
Transparency and Access to Data?,” Department of Education Blog,
http://www.ed.gov/blog/2014/04/how-can-the-department-of-education-increase-innovation-
transparency-and-access-to-data/.
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(“Department of Homeland Security”, DHS) 13k I, J& 3 DAZ7EE0FD P ALK = 14k
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iz h, B2 aileg s s B2 NS BURHLAE . 04 42 435 i 2 50
WEEET B, BT ERRIBRERIERS, MEEEANFEZEFMIEE . BRI
bb, B aEIRTTH AT N2, TR IR A5 #1505 AV B f 501
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%%, Ht i E 2 R AN A AL AT

H 2012 FFiE, KA EHEEEE. BORHITAEBRSIIHARS NS AR ARA
A B T TR A — R IR 1847 56 — N B0 1) R Bl B Bl s il H —— “ig £
E” ("Neptune”) 5 “HuifkRR” (“Cerberus”). ™ “¥F 2”7 Wi H it RIEA FSRE I AR LZ
ARG RIC R B, HEHN R E 2 D R ER G, BN
FAHEAR A AR SAG AR« WIRS A - m] DL TR e B {5 R LB )07 Il 0
A X SO FAR S — RS A 7 R0 EARSE . FEBUM I B AR, B RO B AR
FELFAHIVT 0] H Y, U7 ) AF55 A ZEF I L RS 2 AR B A2 T7 o) A5 BN & 5 B &
) TARUEBH AT B . AEXFROT 0N, @ EEbnss . A B S Uil e (S S =E
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67 Department of Education, Technology in Education: Privacy and Progress, Remarks of
U.S. Secretary of Education Arne Duncan at the Common Sense Media Privacy Zone
Conference, February 24, 2014, https://www.ed.gov/news/speeches/technology-education-
privacy-and-progress.

%8 Department of Homeland Security, Privacy Impact Assessment for the Neptune Pilot,
September 2013, http://www.dhs.gov/sites/default/files/publications/privacy-pia-dhs-wide-
neptune-09252013.pdf; “Privacy Impact Assessment for the Cerberus Pilot,” November 22,
2013,

% In the first phase, three databases, from different parts of the agency, are fed into
Neptune, where the data is then tagged and sorted. From there, the Department of Homeland
Security feeds this tagged data into Cerberus, which operates at the classified level. Here,
DHS can compare its unclassified and classified information.
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fitti S {5 SAVRFALAS AT o i B 22 R SR AT DA PT RE TR 2455 F 4
AL S AT S5 BRI B X % B e . RN, REGUEH RBRE RGN
el (5 B, DRl 2 AHE SR e v 2 Se VRS B SAAE AN TT TR AN A 3x i R
WREAEFFREAR R G IEH 1B 1F

FERX PR R T H b, Bl e LoE e AN R T [ 22 4 5 2002 R 12 22 A 15 30
BEAT T EDT AL I REE AN B2 S T AR R, AN [ B T 0 e 2 R
NAE,  MEREX SRR IAT IR S A A EndE. A%, BRI E S R o B R
— BB RS AR A P RESRAS A B U R ARR, XS5 AT I B A 2 BIERER .
WMo 04>, B2/ G TSI THRAE AR 55 75 KM€ U7 AR . B2 2,
FERLLSEBE A T, il A O E AR B AR I B 4, B 2 e R Res e
SEAT 7RI MBS T SRR R A SR T S S AT

[ o 2 2 R G e A B0 BT EER AL BE R G AR BRI SE R . EX L2 /N E L]
ZEERLAGY VNSRS PN ooy GRS T == AN S WA R SR YN AP S 1
W TEALBEIX — B 2R GUR AR RS 550 ™ 4 — il s 00 H 7 S AT 2 [ Ak 2 A A A T
A B AL SR PP R T o 1 522 22 R IR ) 2 AR SR AL T H R 48 3 5 KA T T H
HARFE R 1. 22X R TAE, BRASARE RPAEE AADEHE 7 iXMW
AR H S, AR A 7RSS T AKRIIREY R IECE R W P IX DT ARRAT

0 For more information, see the Department of Homeland Security’s Privacy Office
website, http://www.dhs.gov/privacy, and Office for Civil Rights and Civil Liberties,
http://www.dhs.gov/office-civilrights-and-civil-liberties.
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Jai(“Defense Advanced Research Projects Agency”, DARPA)H] “iciZZEfH” (“Memex”)it
R R B N 4 T2 O BB PGEA T TE A B SR 1N s X 4% 1) TAF FEUS
ST PR . XA T HACREE AT B R “RIZM L7 (“surface web”)[E ., i[RI
R “IREEMNZE " (“deep web”) T ABLEAH H FHE R IR S A THE B Xy /2%
i URRYO A 2R, X — T AR R LS ACHE LASRAT B 7 2K &I [A] 4 fe R IR AE
Bo POEETTINA I HCE RE 08 B v RE RN LIEE A0, ki B m R ke 5
HAUIEESIEC R . HEl, Z TR OH IS —MRET W E e 2R E 2 A
T N VST RX 245 o X R e FH DAFS Bt A b 3800 e e 55 N A A AiE

RBAEFANPGEEL T T2 2R EN AR T A R0 TR, (HREBHRH AN &3
iz R MR . BEG 2P AR IR Be 0 1ETRATTSE A T . 1 ARk N AEAE S 3 TR] I AH 5%
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JUTEAH LA 2 Bl FH DATIUIN R SR AT e Rk AR AR TRAT N | iz W s £ s B % 355 Bh T 4ei 9F
U, HFEN AT e R R SN RN NE B . BESNEAPUTERE S, R
T IETEAT S, SR RBIRHOAREH TR a2 s AEPGEK IR, e 2
RH H S A RPAVEBR A 25 1 PR .

KA B AR R L& Rl UG BN T B X 22 E 1. — B0 82 PR ) ok
KERERGUR H AT BB M 2%, SRRt T, DLSBH b KRR 5 P G 1 4
B S EER, ER e T & FE RN KRB 2 F, B Bl E 25
FEIRE XL R G, IR E 2 HRFA RS RIS A T AN F 0, R HE AP A
EIRE ST, 459 2 REAMBREZA & — 3. RBA R MPGEE IR E R
ST HRATEOL T, MG BRI B/ S R i U7 18] 45 B AR BRI e 845
DAPRAIE S it o

B TR 5H gk

FHOR B O B E BRI R, AERGESUISCE R . T IR B R
AIE 2013 FfiihBe % T &7 A ARICENERE a2 IS 00 T 18 HAEBIERIR G Ede s
BOEAL IR ER G — KA IR A BT SR, (HMARE AL 18 A
It AR 7 “IRBE IR A EE N T ERE L ERIATIENCR B ST 5N

1 Most jurisprudence to date does not consider in their entirety big data technologies by
the definition used in this report, but rather many of the advanced technologies, such as GPS
trackers, that now play a crucial role in big data applications.
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I JLTAER, R AR N, 4% A R UK. /528 Tk, 35
I 70 PRI T ARG B T B AL AR R AR kB B DA PROER E 2 0L 2 AT RE I &
RIS " Ak, B EE U7 AR RIS A AR R PRI, S T AR RS TR
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Tt [FIB, XWAESIE XAEMZILTER i 215 20 B B30 Pk T Re g iE it ix
GG R S I 3R B H - IE 4 SR X e = R SR U 4 2 DAV

B 7R, KRR R I TN AR A PIESS 1T 1 S A e & . T PE AR RH
IEFLLUIRAT ARG T . DRI HLS ddE B 7 i AR 7 A6, o M3k ke g st
it TR 3 T B — N HB X P USRS (“hotspots™). VR 2 3 T I I INSEAR B« #
R IXPIGEE Ty, AR TR A SRR R

WA, T HrdoR an4 ERe B T 06 35— SRS AR AR SRR 2 A
=3k K, 2 nEHE 7 SR A0 SR T () ) = A f Hh S SRR R SIS
Bo BIEEE e S AR TS, FIR AR S N8, ZnEFE TR YE
SR SPLIEMIAHRF RN T — 0 L 21400 N 44 5. Pk, 27 REMs7E & A T84
HIRIRIE AR 2 A8, S —eRr e N AR E . ©

FREI 4 B F AR A48 TH = =] A0 i At T T o AR DI, 7 1 da FH AR A TN e
R ARAE AR 5 IR SR B 0] B M A5O3 1T 75 I s B o s A =4 LR AR
&, GFEER . JUIE S LA B A

LRI, 13X B A N 24 ane] R AeT sk R A A IRl S | R T BRI A, — D
TR BG4 R B 0 75 Bl S A A HL T U515 20 B RS 1 i o O R B s D JRFR Bk A
—J5H,  (GRVEY 5 (BURIEZRD) B T 3ATH A RACR] 24 2015 248 T,

2 United States v. Jones, 132 S.Ct. 945, 958 (2012) (Alito, J., concurring).

3 lbid at n.3.

4 Over 70 cities in the U.S. use gunshot detection technology developed and provided
by SST Solutions called ShotSpotter. For more information, please visit
www.shotspotter.com.

> International Association of Chiefs of Police, Privacy Impact Assessment Report for
the Utilization of License Plate Readers, September 2009,
http://www.theiacp.org/Portals/0/pdfs/LPR_Privacy Impact Assessment.pdf.

6 The National Institute of Justice, the Department of Justice’s research, development,
and evaluation agency, provides detailed information on the use of predictive policing at law
enforcement agencies. For more information, visit www.nij.gov/topics/law-
enforcement/strategies/predictive-policing.

8 The application of this particular predictive policing technology emerged out of a
series of grants issued by the National Institute of Justice the Chicago Police Department,
most recently involving Miles Wernick as technical investigator. For more information, see
http://www.nij.gov/topics/lawenforcement/strategies/predictive-policing/Pages/research.aspx.

80 Controversial aspects of the Chicago pilot’s methodology are captured by in Jay
Stanley, “Chicago Police ‘Heat List’ Renews Old Fears About Government Flagging and
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FIFREEIEBUMIREL “IRLEAR 45 58 = D7 MM I  FLA AR 4 BURF S B, B 2845 8
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HTFIREESIZIAR)” o ¥ =G, RSB HFD E 22 % (Smith v. Maryland) 1, 50 %
Hir ERLEG |5 J e) FL T, o W] R AR I 3R 515 BT 19 2IAH N ) 5 2T AN RS RA R & B TR AR
PR T EAT IR . BemiEBEE . “CBEARIR - AN — DA H BB 55 =T
MG BRA R TR EET .

K5 5% B %2 (Miller and Smith) 2 205 4% 51 2K Ut B f i e i AT HORR AR VR 1

“BE = E N (“third-party doctrine”) I ], JLH4EK, X—2EWMHZEAE, S TA
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A THMEIE RS TR AR RS, Jo7 N NN AT H I L8 28 =7 HLA T 3RS
B PUEIBIIHRRMRYE “ 56 =77 32 7 KIRBUAE T F AT DU S B 5K 2 e A v Ok 4%

Tagging,” American Civil Liberties Union, February 2014,
https://www.aclu.org/blog/technology-and-liberty/chicago-police-heat-list-renews-old-fears-
about-government-flagging-and; Whet Moser, The Small Social Networks at the Heart of
Chicago Violence,” Chicago Magazine, December 9, 2013, http://www.chicagomag.com/city-
life/December-2013/The-Small-Social-Networks-at-the-Heart-of-Chicago-Violence.

82 Katz v. United States, 389 U.S. 347, 351-52 (1967).

8 United States v. Miller, 425 U.S. 435, 443 (1976).
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PSRN TEE. T2 20104, 753 EVRE JFZE (United States v.Warshak) (1)
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SR TGS, TR AN B8 225K 7 b X 28 IR 55 H4 2 7 AE AN S5 Sl 0 FH P U 45 SR IR 3R15-VF ]
GO0 SR AL I B AR B AR AR AR A e, KIEEE RIE S 400K
6%mwmmﬁm,“TEAAm%ﬁimAAEMﬁ%EM*ﬁMW%m&E%I
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KR T REIE SN NBAFEER SIS NS T35 O S5EBUR #ATE
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8 Fred Cate and C. Ben Dutton, “Comments to the 60-Day Cybersecurity Review,”
Center for Applied Cybersecurity Research, March 2009,
http://www.whitehouse.gov/files/documents/cyber/Center%20for%20Applied%20Cybersecur
ity%20Research%20-%20Cybersecurity%20Comments.Cate.pdf; Randy Reitman, “Deep
Dive: Updating the Electronic Communications Privacy Act,” Electronic Frontier
Foundation, December 2012, https://www.eff.org/deeplinks/2012/12/deep-dive-updating-
electronic-communications-privacy-act.

87 This assertion was not part of the Supreme Court’s holding, but emphasizes the
emerging discussion of third-party doctrine. United States v. Jones, 132 S.Ct. 945, 957 (2012)
(Sotomayor, J., concurring).

8 The doctrine has been adapted and applied to cell-site location information multiple
times, most recently by the Fifth Circuit in In re Application of the United States for
Historical Cell Site Data, 724 F.3d 600 (5th Cir. 2013) (finding cell site data may be obtained
without a probable cause warrant); United States v. Norris, No. 2:11-CR-00188-KJM, 2013
WL 4737197 (E.D. Cal. Sept. 3, 2013) (finding defendant who hacked a private wireless
network had no reasonable expectation of privacy in his transmissions over that network).
Moreover, leading commentators have argued for the continuing vitality of the third-party
doctrine in the modern era, including Professor Orin Kerr in Orin S. Kerr, “The Case for the
Third-Party Doctrine,” 107 Michigan Law Review 561 (2009), and Orin S. Kerr, “Defending
the Third-Party Doctrine: A Response to Epstein and Murphy,” 24 Berkeley Technology Law
Journal 1229 (2009). See also United States v. Perrine, 518 F.3d 1196, 1204 (10th Cir. 2008);
United States v. Forrester, 512 F.3d 500, 510 (9th Cir. 2008).
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89 See Robert Gellman and Pam Dixon, “Data Brokers and the Federal Government: A
New Front in the Battle for Privacy Opens,” World Privacy Forum Report, Oct. 30, 2013;
Chris Hoofnagle, “Big Brother's Little Helpers: How Choicepoint and Other Commercial
Data Brokers Collect, Process, and Package Your Data for Law Enforcement,” 29 North
Carolina Journal of International Law and Commercial Regulation 595 (2003); Jon Michaels,
“All the President’s Spies: Private-Public Intelligence Partnerships in the War on Terror,” 96
California Law Review 901 (2008).
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H o« My Z&(Nidal Hasan) F4R $7 A48 72 35 2 Hh b o S0 5 92 I ik sk b i)™ 28 ()i 25
f——22 54 « Wi & (Edward Snowden)ittt % [E 52 % 4> 7 (National Security Agency, NSA)
BSOS AE N I — R B SR 2 AR B P AT 38 b B AT R 1 o — 1l
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information”) 1] fi¢ 2= 5 FUH DB 1 I — AL AEHR N 7 4k 2 W BURERAL 1 RE 72 A8 i 5E
CLEBGEOE, i HHAT 7 —Ik% RN “HINESIHE RSA” (“Automated Continuous

% Office of Management and Budget memorandum M-13-20, Protecting Privacy while
Reducing Improper Payments with the Do Not Pay Initiative (Aug. 13, 2013),
http://www.whitehouse.gov/sites/default/files/omb/memoranda/2013/m-13-20.pdf.

%1 Department of Defense, Security From Within: A Report of the Independent Review of
the Washington Navy Yard Shooting, November 2013,
http://www.defense.gov/pubs/Independent-Review-of-the-WN Y-Shooting-14-Nov-2013.pdf;
Department of Defense, Under Secretary of Defense for Intelligence, Internal Review of the
Washington Navy Yard Shooting: A Report to the Secretary of Defense, November, 2013,
http://www.defense.gov/pubs/DoD-Internal-Review-of-the-WNY-Shooting-20-Nov-2013.pdf.
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% Ibid.

9 performance Accountability Council, Suitability and Security Processes Review,
Report to the President, February 2014,
http://www.whitehouse.qov/sites/default/files/omb/reports/suitability-and-security-process-
review-report.pdf.
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AR AL T XEWRE AR T 75— 85, BORBUT LA & — A & )
51 730 AR SAL I 5V T BLRS Bkt # r L XAB Z TSN RS HI Bl 1R A2 iX 28 L K GliE
N EEARERER I, I8 WO RKBARAEBUR AR TR e 71 -

% Ford and MacArthur Foundation, A Future or Failure?: The Flow of Technology
Talent into Government and Civil Society, December 2013,
http://www.fordfoundation.org/pdfs/news/afutureoffailure.pdf.
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% Dan Vesset and Henry Morris, Unlocking the Business Value of Big Data: Infosys
BigDataEdge, IDC, 2013,
http:/gngw.infosys.com/bigdataedge/resources/Documents/unIocking-business-value.pdf

Ibid.

97 Centre for Information Policy Leadership, Big Data and Analytics: Seeking
Foundations for Effective Privacy Guidance, February 2013, p. 3-4,
http://www.hunton.com/files/Uploads/Documents/News_files/Big_Data_and_Analytics Febr
uary 2013.pdf.

%8 EDIC, 2011 FDIC National Survey of Unbanked and Underbanked Households, 2012,
http://www.fdic.gov/householdsurvey/2012_unbankedreport_execsumm.pdf.
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BORFHIG . B, W 2E AT AN SE S SESR R & RS T e fE R X
fEi B ARINEA LS T). ERAHE.

RN S KRG FR SRS, REARKNER] 7 EEEH, BEH .
HEZ SR LS — RS E B 06 7t ol O B AR 55 5505 3 Kl 1 28 5 S
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IRAEZRELHI A7) o | H M ST SR T S AR 2 s 5 T AR
BT AN DU SRS A T & BIRCR 53—t Ll 4w
Kot SMPFR. 101

AR, 5 E BT ARR N AR SE SCERE R, By <5
737 (“first parties™), FAGLIEHTE RuG, AR RGBS L A R BB R . (Han b
i, AF AR 5 2 T8 AR R R I — 8 r s &7 m)H DA — R B S e e X
(A PR R (S8 C e A R LR € R e B e < R DR ER SN P MR AT R A IR e S e =y i
TR FEFRZ BT AS ARG TN b, AEASAEE e S AR 1Y

% John Deighton and Leora Kornfeld, Economic Value of the Advertising-Supported
Internet Ecosystem, Interactive Advertising Bureau, 2012, http://www.iab.net/economicvalue.
190 3. Howard Beales and Jeffrey Eisenach, An Empirical Analysis Of The Value Of
Information Sharing in the Market for Online Content, Navigant Economics, 2014,

https://www.aboutads.info/resource/fullvalueinfostudy.pdf.
101  UMA Partners, “Display Lumascape,”
http://www.lumapartners.com/lumascapes/display-ad-tech-lumascape.
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FRITEAR, (VA B3 o0 e Vs e 55 3 Y o A9 A T 1) ) ool T e e A 58 KPR 9%
Hilae7s, JRED “iE2)IEEE” (“Do Not Track”)HI M W &8 B B, toxiBi B —Lem @, KB
WV 5 9 4 2 4 1) B BRAE O T IX 28] R A Bl b AT 1B R . FHUE S =E 30

102 For information about the industry’s opt-out program, see
http://www.youradchoices.com/.

103 See Google Ads Settings at http://www.google.com/settings/ads; Yahoo! Ads Interest
Manager at https://info.yahoo.com/privacy/us/yahoo/opt_out/targeting/; Microsoft at
http://choice.microsoft.com/en-us/opt-out.

104 See, e.g., Pedro Leon, Blase Ur, Richard Shay, Yang Wang, Rebecca Balebako, and
Lorrie Cranor, “Why Johnny Can't Opt Out: a Usability Evaluation of Tools to Limit Online
Behavioral Advertising,” Proceed-ings of the SIGCHI Conference on Human Factors in
Computing Systems, 2012, http://dl.acm.org/citation.cfm?doid=2207676.2207759.

105 See, e.g., Sarah Kidner, “Privacy Fatigue Hits Facebook: Have You Updated Your
Settings?,” Which? Conversation, Oct. 18, 2011,
http://conversation.which.co.uk/technology/facebook-privacy-settings-rivacy-fatigue/; Aleecia
McDonald and Lorrie Cranor, “The Cost of Reading Privacy Policies,” 4 Information Society:
A Journal of Law and Policy for the Information Society, 543, 544, 564 (2008).
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106 Federal Trade Commission, “A Summary of Your Rights Under the Fair Credit
Reporting Act,” http://www.consumer.ftc.gov/articles/pdf-0096-fair-credit-reporting-act.pdf.

07U.S. Senate Committee on Commerce, Science & Transportation, Majority Staff, “A
Review of the Data Broker Industry: Collection, Use, and Sale of Consumer Data for
Marketing Purposes,” p. i1, December 18, 2013.

198 1hid at 22.
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109 Federal Trade Commission, Protecting Consumer Privacy in an Era of Rapid
Change: Recommendations for Business and Consumers, 2012,
http://www.ftc.gov/reports/protecting-consumer-privacy-era-rapid-change-recommendations-
businesses-policymakers.

110 Frank Pasquale, The Black Box Society: The Secret Algorithm Behind Money and
Information, (Harvard University Press, 2014).

111 pam Dixon and Robert Gellman, “The Scoring of America: How Secret Consumer
Scores Threaten Your Privacy and Your Future,” World Privacy Forum, April 2014,
http://www.worldprivacyforum.org/wp-
content/uploads/2014/04/WPFE_Scoring_of America_April2014_fs.pdf.

112 The Government Accounting Office conducted a gap analysis of privacy laws and
regulation in its September 2013 report on Information Resellers. See GAO, Information
Resellers: Consumer Privacy Frame-work Needs to Reflect Changes in Technology and the
Marketplace, GAO-13-663, 2013, http://www.gao.gov/assets/660/658151.pdf.
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113 The Leadership Conference on Civil and Human Rights, “Civil Rights Principles for
the Era of Big Data,” http://www.civilrights.org/press/2014/civil-rights-principles-big-
data.html.

114 Jennifer Valentino-Devries and Jeremy Singer-Vine, “Websites Vary Prices, Deals
Based on Users' Information,” The Wall Street Journal, December 24, 2012,
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115 See New Urban Mechanics, http://www.newurbanmechanics.org/. All information
about Street Bump comes from its former project manager James Solomon, who was
interviewed by officials from the office of the White House Chief Technology Officer.

116 \Westat Corporation, Findings of the E-Verify Program Evaluation, December 2009,
Report Submitted to Department of Homeland Security,
http://www.uscis.gov/sites/default/files/USCIS/E-Verify/EVerify/Final%20E-
Verify%20Report%2012-16-09_2.pdf.
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17 \Westat Corporation. Evaluation of the Accuracy of E-Verify Findings, July 2012,
Report Submitted to Department of Homeland Security,
http://www.uscis.gov/sites/default/files/USCIS/Verification/E-Verify/E-Veri-
fy_Native_Documents/Everify%20Studies/Evaluation%200f%20the%20Accuracy%200f%20
EVerify%20Findings.pdf.

118 Stephen Wicker and Robert Thomas, “A Privacy-Aware Architecture for Demand
Response Systems,” 44th Hawaii International Conference on System Sciences, January 2011,
http://ieeexplore.ieee.org/xpl/login.jsp?tp=&arnumber=5718673&url=http%3A%2F%2Fieeex
plore.ieee.org%2Fxpls%2Fabs_all.jsp%3Farnumber%3D5718673; National Institute of
Standards and Technology, Guide-lines for Smart Grid Cyber Security: Vol. 2, Privacy and
the Smart Grid, 2010, http://csrc.nist.gov/publications/nistir/ir7628/nistir-7628 vol2.pdf.
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119 president’s Council of Advisors on Science & Technology, Big Data and Privacy: A
Technological Per-spective, The White House, May 1, 2014, whitehouse.gov/bigdata.
120 1hid at 36.
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121 Networking and Information Technology Research and Development, Report on

Privacy Research within NITRD, April 2014,
http://www.nitrd.gov/Pubs/Report on Privacy Research within NITRD.pdf.
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122 president’s Council of Advisors on Science & Technology, Big Data and Privacy: A
Technological Perspective, The White House, May 1, 2014, p. 20, whitehouse.gov/bigdata.

123 Craig Mundie, “Privacy Pragmatism: Focus on Data Use, Not Data Collection,”
Foreign Affairs, March/April, 2014, http://www.foreignaffairs.com/articles/140741/craig-
mundie/privacy-pragmatism.
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